Consider the lessons learned and the growing pains endured by mobile networks and CPS arenas.
Adopt a new operational mindset.
Monitor the IoT's operational and security health continuously-a big data challenge that requires a big data solution. Furthermore, an IoT system might depend on other such systems, so design for failure survival and focus on resiliency, starting with anomaly detection capabilities enabled by machine learning and effective responses.
Develop contextualized threat models.
Build tailored threat models that take into account key business goals, the underlying technical infrastructure, and potential threats that can disrupt the business. Such models can help to prioritize IoT security threats and uncover blind spots.
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